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1 Introduction

The goal of this report is to present the specifications for the core components of DAM-LR based on
the results of the prototype implementation. All major agreements for the pillars of the project were
carefully discussed with all partners and documented in the definition report (D8.1). Some specific
components need to be developed for the complete distributed solution. Details will be added to the
definition report as they become available.

2 PKI System

The foundation of all distributed services are trusted servers and services. The EUGridPMA is the
European authority that is accepted to establish requirements and best practices for grid identity
providers to enable a common trust domain applicable to authentication of end-entities in inter-
organizational access to distributed resources. As its main activity the EUGridPMA coordinates a
Public Key Infrastructure (PKI) for use with Grid authentication middleware. To support this it
maintains the TACAR (TERENA Academic cA' Repository) repository which is a trusted repository
which contains verified root-CA certificates and which can be entered into local lists.
For DAM-LR this is the way to go, since it includes the certificates from

+ the German DFN - the MPI is RA within the DFN domain

+ the DutchGrid/NIKHEF - the INL should become RA within that domain

» the NorduGrid/SWUPKI — the Lund university should become RA within that domain

» UK eScience — the SOAS should become RA within that domain

The MPI already started the procedure to become RA which means that it can request certificates for
servers and services in the DFN domain. It is suggested that the other partners also start this formal
procedure if it is not already done by their university bodies.

3  Unique Identifiers

Persistent identification of resources is a major point to create a distributed archive. The following
issues were discussed and agreed by all partners:

e For DAM-LR the Handle System will be taken as its basis for operating with unique resource
identifiers, i.e. a handle consists of a prefix given by the CNRI*and a postfix to be specified
by the handle authority.

» Every partner is a handle authority, i.e. every partner can decide himself about the syntax of a
its handles. This requires, however, that handle requests crossing the local boundaries have
to be resolved by the global handle resolving service. Caching could be used to increase
performance.

» Every partner has full control about his Handle database, i.e. no one else will get the
permission to change entries except via clearly defined services in the case of modifications
of paths for copied data.

» Every partner therefore has to install and maintain the Handle System on a server and has to
take care that its database will be maintained properly.

e For redundancy reasons the MPI will host mirrors for all partner services, i.e. in case of server
problems the URIDs could still be resolved.

e There is a recommendation to not use semantics within the postfixes, but in fact every partner
is free in his decisions.

The Handle System has already been tested by the MPI and seems to fulfill all requirements with
respect to performance, security and manageability. It should be mentioned here, that MPI will build
tools in a way that they can operate with URIDs and without.

4 Authentification

With respect to the way authentication is done in a distributed scenario a number of facts will guide
our decisions:

! CA = Certificate Authority; RA = Registration Authority
% The Handle System created by CNRI is a widely used system so that we can expect reliable
services in the future.



» Due to national and European law we are not allowed to distribute sensitive information such
as passwords and we need user acceptance to exchange other data.

» ltis general knowledge that centralized user administration across large institutions is not
feasible.

» Since authentication will be just one module in a complex distributed access management
system one has to rely on widely agreed standards as much as possible to save time. On this
background the choice for Open LDAP? as the basis for local authentication is recommended.

e ltis possible partner institutions/departments do not control their user administration, i.e. they
have to start a discussion process of how to best create a joint domain.

* It may be necessary (see below) to have the possibility of one integrated search domain, i.e. it
should be possible to propagate some open attributes of users to a trusted higher node such
as it is possible with LDAP.

Therefore, the MPI will step over to Open LDAP for authentication for its own user management,
which will include internal and external users. Internal users are those who have a formal contract with
the MPI, external users are those who want to have access to resources stored in the archive, but
don't have a formal affiliation. The DAM-LR core solution will rely on LDAP, all partners that will
choose for another authentication system have to develop appropriate gateway software.

In a distributed domain the partners in a federation have to exchange user information that is
sufficient to grant access to resources. It seems to be a broad experience that it is wise to agree on a
minimal set of such information to limit the administrational effort and to keep the system as simple as
possible. A number of exchangeable credentials were discussed such as

« first name first name of the person which will normally be used

* last name first name of the person which will normally be used

« affiliation name of institution they have a contract with

» hosting institute hosting institution for the case that the person is an external user (the

hosting institution can be set by default to the address of one of the
partners in a federation)

* email address email address of the user

e status status of a user in the institution, for externals the state can be such
as guest, research fellow, collaborator

e class+ the user could be member of one or more groups such as being

student of a certain class or a member of a certain tribe; there could
be several groups the user is belonging to

e userlD a unigue string within the federation space with the help of which
everyone must be identified (it seems that this ID is not necessary
per se, since name and affiliation could be sufficient, but experience
tells us that it is always good to have a unique identifier in addition)

These attributes seem to be the minimal set and are largely overlapping with the specifications from
EDU-Person and RFC 2798, others such as a host introducing an external guest as a collaborator or
so may be necessary but are not yet fully identified. The MPI certainly will store internally aspects
such as department, start of employment, end of employment and behavior flag. In DAM-LR we have
to decide whether we will speak about accounts that are valid for a limited period of time only and
whether this limitation is associated with specific requests and/or with the account itself. Both seems
to be appropriate. The information about the duration of a request certainly would have to be stored
together with the other request information.

The behavior flag is relevant for the MPI to indicate persons who severely misbehaved. If the flag is
set all access will be ignored. We have to have such possibility to memorize such form of
misbehavior. Of course, we cannot prevent completely that the same person will register again under

®LDAP is basically a specialized interface for database information that is typical for example for user
identity information. It comes with many ready-built-modules and it is widely used in the academic
world.

* For RFC 2798 there is an existing LDAP schema that could be re-used.



another name. However, when we would apply the host concept it would become difficult to sail under
other names. This issue is tricky and has to be discussed.

For departments that are part of large institutions such as linguistics department at Lund university it
may be two problems:

» it could be difficult to be home institution for external users, the university computer centre
may refuse to accept them in their central user database

e it could be difficult to add attributes in the central user database that are required within a
federation

For these cases LDAP offers a simple solution which is sketched in the following drawing:

central

user export

database &nrich
user
/ database
external

users

department

LDAP comes with functionality that could help to implement such a scenario easily.
LDAP allows to set rights such that only certain attributes can be exported.

5 Authorization

The aspects that have to do with authorization in a distributed scenario are the most complex ones.
Therefore we will split the discussion in 6 aspects.

5.1 General Aspects

The basic goals we want to achieve in DAM-LR are the following:

» single identity to be achieved by distributed authentication and accepting attributes

e single sign-on once the user is identified he/she has transparent access to all
resources he/she is permitted to access in all archives

* one basket idea the user must be able to see his/her set of accessible resources as
his/her temporary working archive

» replication option the archives must accept each other in so far that they exchange

data about resources and resources themselves

One of the basic agreements in DAM-LR is that access handling is done by the originating institution.
Since for each resource independent of the number of instances there will be only one URID®, it
seems to be a direct conclusion that

» the URID record is maintained at the site of the originating institution
» all access rights information is associated with this URID entry.

The URID is the incarnation of the resource. It has pointers to all instances that can be stored on
different servers and it knows about the access information set for the resource which is valid for all
instances.

® There may be resources that do not have a URID for whatever reasons, i.e. certain tools will have to
work both on URIDs and URLs.
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First, we have to address the question what the typical usage scenario of our archives will be. Many
distributed usage scenarios that are discussed currently have the characteristic that a whole group of
users will want to access resources based on the fact that they are formal part of such a group:

« all university staff members want to access all e-journals of a certain publisher
« all students of a certain class want to access certain recommended teaching material
e etc

In all these cases the users share a formal group assignment which is also part of their user entry
such as being staff member or being student of a class etc. In our usage scenario we will have these
cases as well, but in general we will have individuals who want to access the resources:

» individual researchers who want to analyze specific language phenomena
» students who want to write their master thesis or their PhD

e journalists who want to elaborate on a certain language family

* etc

In all these cases it is not a single group marker that will give access permissions, but the individual
user ID. Consequently, at the authorization side much more work has to be done to enter access
permissions of the users and this sight has to know about the registered users. This has to be
considered when designing software, since the administrational load can become intractable.

Another difference to the typical Shib scenario (see below) is given by the fact that users will partly
request access not to just one resource but to several (search across corpora, access to annotated
media files etc). This also has to be taken into account.

5.2 Shibboleth

Shibboleth is a software product that was designed to primarily facilitate distributed authorization in a
scenario where groups need access and where group marks are exchanged. It was designed to help
in the access scenario dominated by groups. Nevertheless, we currently believe that Shibboleth is the
best component around to exchange user information in a secure way and it is increasingly often
accepted by universities etc in different countries, i.e. there is a broad user community and institutions
will increasingly often accept Shibboleth for the kind of trusted operations as required in distributed
scenarios. One of the major advantages for us is that Shib puts responsibility for authentication at the
home institute.

Let us therefore first introduce Shibboleth briefly (for details we refer to the Shibboleth documents).
The following figure indicates the different Shibboleth components (as described in older documents).
The essence is that the resource provider that has to handle an access request has to ask the identity
provider whether the person is known and what his/her attributes are, i.e. Shibboleth has an
interacting role between the most important components which are the authentication mechanism and
the resource manager that finally delivers the data. For the authentication it is known for example that
Shibboleth can interact with LDAP services, therefore the choice for LDAP as authentification system
makes sense. With respect to the resource manager it seems that new software has to be developed
since known software such as Apache are not supported. In addition, Shib expects a web-browser to
request access to a single resource. In the DAM-LR scenario we also can expect applications such as
content search that will request access to a number of resources.
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When analyzing the information flow with respect to repeated requests a few options seem to be

possible:

» The profile finally can contain all necessary information about a user such as user attributes,
and session number. When the user wants to access another resource (1) all information is
available at the client, i.e. the client could immediately step over to (13). The ACS module
could directly check whether the user is allowed to access the resources and in case of
matching directly deliver (14).

» Another, but less efficient option would be to just step over from (2) to (9) since the identity
has been checked already.

It should be discussed in detail what the best solution will be for us.

5.3 Typical Access Scenario
The following figure indicates a typical DAM-LR flow of information.

A typical user could interact with a metadata browser, navigate in the (open) metadata domain, find a
suitable resource and addresses a request to the Apache server. All interaction will include URID
resolution requests. Due to configuration entries the Apache server knows that the requested
resource is protected and issues a redirect (2) to initialize authentication. The WAYF service is used
to find out what the home is of the user (3-6). The Single Sign-On service is contacted to let the user
authenticate him/herself (7). After having interacted with the LDAP service an assertion profile is send
back (8) which is then redirected to the Assertion Consumer at the service provider side (9). In the
DAM-LR scenario the Attribute Requester will be contacted to ask for all open user credentials which
is done by interacting directly with the Attribute Authority (10). By contacting LDAP the attributes are
extracted and returned (11). The assertion Consumer returns a new profile which is then redirected to
the Resource Manager (13). The resource manager will check whether the rights are ok by interacting
with the Object-User Database and finally deliver the requested data.
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From this figure it is obvious that the RM has to be developed. It has to interact with the following
components in a safe and reliable way:

e receive an appropriate profile with attribute assertions via redirect methods from Shibboleth

e compare the attributes with the record that is stored in the access record associated with the
URID (the original URID must be part of the request)

e interact when necessary with a streaming server

¢ deliver the data to the client

We should look for existing solutions rather than do all the programming ourselves.

5.4 Application Access

Often the users will want to access the data via web applications such as ANNEX or LEXUS to
operate on complex data types and multiple resources eventually from different sites. As an example
a search may be wanted that includes metadata and content from a basket of resources coming from
all partner archives. This scenario is depicted in the following figure where the essential components
are shown in a reduced way.

The application has now to act on behalf of the user if different sites are involved. The user name and
password will be requested by every site that has to be contacted, but the user should type it in just
once. To access several resources from one site the application needs to store the appropriate cookie
to support access. Therefore, only for the very first interaction the user should have to type in user
name and password. The application has to store this information and present it again during the next
request. Yet we don’t know exactly what the exact content of the cookies is Shibboleth generates, i.e.
implementations details have to be sorted out.

The applications have to be extended to support such scenarios. In a basket like situation it may
make sense to do the authentification for all included resources at the beginning to assure that any
subsequent operation can be executed smoothly. As already indicated it has to be sorted out what the
best option is in terms of efficiency.
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5.5 Management Scenario

DAM-LR has to provide a feasible management framework. In the following picture some essential
components are indicated.

New User

A user may want to fill in a form to get registered at an institution. In this case the manager will check
all specifications and in case of external users ask for a host who can make a positive statement
about the person. With all information available a new record will be generated into the local LDAP
system. The record has to contain all attributes as agreed in DAM-LR. For modifications of user



records similar steps have to be taken. Of course, we have to distinguish between users from the
institutions and those who are accepted as guests.

The LDAP systems of the partners can be linked so that a joint domain can be generated. Other
architectural solutions are possible. It has to be decided later which of them are most efficient to
implement and to maintain.

New Resource

For entering a new resource a new record has to be created in the URID database. At MPI this will be
done by LAMUS which is the resource ingest software, i.e. the manager only has to control the
entries. When the physical paths are changing a mover/copier has to be used to modify the record
content.

User Resource Request

At the beginning of each access activity we can assume that a user will fill in a request form with a
request to access a certain resource. The form will probably ask the user to enter all relevant
attributes and the resource he/she is interested in. The manager receives this information and has
now to find out which user the requester exactly is. He will do a search via the centralized LDAP root
or via another mechnism to find out where the person is registered and whether all specifications are
correct. For this purpose we will need a joint domain that contains all relevant information that may be
exchanged from all sites. The manager may want to take another action — namely sending an email to
the depositor of the resource — and ask for comments. In case that everything is ok the manager will
create an entry in the Authorization DB for the requested resources. We should add here that
resource requests could also mean that a user asks to get access to a whole sub-corpus or only to
the lexica in a certain corpus etc, i.e. the Authorization DB contains commands on a high level.

The Authorization DB also contains per sub-corpus specifications about processes such as whether
the depositor has to be asked first, whether the person has to sign a declaration etc. When the user
has fulfilled all required steps the general command will be transferred into corresponding formal
URID access records® by an automatic process running at regular intervals. When this extension has
been done the user can finally access the resource(s). It is up to the repository to exactly define the
steps and the way management is done.

5.6 Data Moving Scenario

System Managers for example want to move and/or copy resources. Two scenarios have to be
distinguished: local and remote changes. A mover/copier component has to be developed that
contacts for all modifications of physical paths the URID database and modifies the entry to prevent
dead links.

In the case that data will be exchanged between repositories7 with the intention that the resources are
accessible via alternative paths additional components have to be involved. First, we need a pair of
trusted exchange handlers that take care that complete corpora including the structure of the data and
the metadata are copied to the other site. The exchange and synchronization of data will require
some form of protocol that has to be worked out, but that will not be subject of this document. Of
course, the exchange handler will make appropriate entries in the URID database so that the URID
resolver can offer two different physical paths after having copied the data.

Also at the mirror site the system managers will move or copy data at certain moments. We have to
assure that the URID entry (there is only one per resource and this is maintained at the originating
site) will be updated. Since one of the basic agreements is that URID databases may only be
managed by local managers or locally controlled services, we have to provide a service (whether re-
use exchange handler or separate ones) so that the remote mover/copier can interact with the remote
instance and that the protocol supports this kind of modification information. The local exchange
handler instance then will lead to modifications in the URID database.

® The exact nature of the requirements for the Authorization DB has to be discussed. At the MPI this
system already is operating and has shown its robustness and administrative efficiency.

"In DAM-LR this is not a requirement, nevertheless, it makes sense to consider this option and its
effects on all operations. Finally, it is a goal within DELAMAN to exchange data and to make it
available via different channels while keeping the ownership and all access information the same.
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6

6.1

Summary

In this summary we want to mention all software components and necessary agreements again, since
these have to be subject of the Lund discussions.

Software Components and Certificates

The following software off-the-shelf components will be used within the prototypical system:

Suse LINUX as underlying operating system for the services
certificates based on the TERENA TACAR list

the Handle System to resolve URIDs

Open LDAP for authentication

Shibboleth for the exchange of authorization information
Apache as first component handling http requests

The exact versions have to be defined and upgraded in the official Definition document. Partners who
deviate from this have to take care of their local adaptations.

The following software components have to be developed within the DAM-LR project and will be part
of the prototypical system:

a Resource Manager as described above

a lookup routine that extracts from the LDAP root which partners are federation members®

the MPI intends to extend its ANNEX and LEXUS applications to be used as test beds for the
multi-resource scenario

an Authorization Handler that interacts with other components in the way described above
and that provides the necessary forms and process facilities

a Mover/Copier that takes care of URID database modifications (MPI already started building
this component)

The requirements for the components have to be discussed and specified and the work has to be
distributed in Lund.

® When using a root node for LDAP someone has to house it. MPI will do so, but others can do as
well. Still it may be that other architectural solutions may be chosen.

11



6.2 Agreements

General
» all final agreements and specifications have to become part of the definitions document
» the timing of the various activities will be specified in another document version
* newly developed components should be designed such that suitable APIs are available to
support re-usage and will be open source

Federation
» the partners start to synchronize about the foundations of a federation
» the following technical agreements are part of such a foundation

PKI System
» every partner will start activities to become at least a RA under an accepted TERENA TACAR
authority
URID

» the Handle System will be used to manage and resolve URIDs

e every partner is a Handle Authority, i.e. requests a prefix from CNRI and install a Handle
Service

*  MPI will setup mirror services for all partners (others can do as well of course)

« every partner will specify a syntax for its post-fixes and will make them explicit

» every partner will create proper URIDs and maintain its URID database in a consistent way

» access right information will be associated with URIDs and part of the URID database

» all partners will use the same unified record structure for URIDs including the authorization
information (the exact format will have to be specified soon)

e MPI will develop a module for URID database manipulation and specify an API (to become
part of the definitions document)

Authentication

» LDAP is the prototype system for authentication, partners can chose their own option but all
adaptation work has to be done by them

» the partners agreed on a number of exchangeable user attributes

» the partner agree to carry out user management that will have relevance for DAM-LR in a
careful and trustful way

» the partners agree on durations of user and usage entries

» the exchangeable user information will become part of a joint domain that allows federation
wide searches

« If it will be chosen to go via a joint LDAP root the MPI will volunteer to set it up and maintain it
— other partners can do the same

Authorization

« access handling is done by the originating® institution

» the access rights information is part of the URID database of the originating institute

» Shibboleth is used to exchange user information

» every partner will set up Shibboleth services

e Apache is used as entry point to handle HTTP requests, redirection tables are set up by the
partners such that metadata is open, but that all resource requests are handled by an
appropriately designed resource manager

» a prototype RM will be developed, partners are free to develop their own component, but
have to adhere to reliability requirements and carry out careful tests

» the MPI will adapt ANNEX and LEXUS to have test beds for the web-application scenario

» the partners will discuss the requirements for access management (processes, rights, ...)

» aprototypical Authorization Database will be designed, that will be based on the requirements

» for the management of access issues a prototypical Authorization Handler will be developed,
which will integrate those requirements that can be implemented given the constraints of the

°®The originating institution is the one where the original copy of a resource was deposited.

12



DAM-LR project; partners are free to develop their own component, but have to adhere to
reliability requirements and carry out careful tests

» prototypical web forms for requests will be created, partners are free to develop their own
component, but have to adhere to reliability requirements and carry out careful tests

» additional sites may be added to the list of Identity Providers for testing if they adhere to the
trust conditions
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Appendix A
DAM-LR asaLanguageArchive Federation: strategies and prospects

David Nathan and Remco van Veenendaal

SOAS, London; INL, Leiden
djn@soas.ac.uk

1. Introduction

The DAM-LR partners are well on the way to formiagederation. The term 'federation' has at
least two quite different meanings and it is impottnot only to distinguish them but also to put ou
own stamp on what kind of federation we create.

'Federation’ has a specialised meaning in infoonagchnology, referring to bringing information
resources together via information management aetivarking techniques. It also has an
organisational meaning, referring to agencies aed tiims and strategies for collaboratively deslin
with identities, resources, and services. In tlapgp, we refer to ‘federation’ in the first domasm
federationT (“federation technologies”) and in teecond domain as federationA (“federation
agency/-ies").

2. FederationT: a background

Federations in the IT sense go back to the eadi@gs of electronic networking. For example, in
1967 the Online Computer Library Center (OCLC, #tpvw.oclc.org/) at Ohio State University
started sharing bibliographic authority files witlilow libraries, and has long been involved witle t
issues that still face us now: standards, metadgiality levels, technology, membership and
collaboration. The OCLC now has 9,000 members wiares 65 million records to assist in their
librarianship work. By the mid 1990s the term 'feded database' was well known. Dempsey et al,
for example, describe a "federating solution ... fftlidlows services to develop autonomously while
projecting a single unified image to the user". Thativation for federating resources is to provide
value to users by providing a larger metadata #bt avcorrespondingly greater ability to "relieve ...
potential users of having to have full advance Kedge" of the existence or nature of resources
(Dempsey et al). According to this definition, sdaengines such as Google also, in a weak sense,
federate all the web pages that they index.

Lynch (1998) refers to Dublin Core (DC) — also withroots in libraries — as a tool for federating
existing resources: "networked information discgvand retrieval [through] federating disparate,
independently maintained databases ... [via] a comsemantic view of the various databases
involved". DC was intended to enhance resourceodexy in an open networked world, i.e. in a
world without librarian operated-catalogues whewaldy and consistency are principal values and
practices. Dublin Core provides, then, a low-dgnslowest-common-denominator but unified
method for description and discovery in a unifieéreh domain (the www) by a wide variety of
professionals, data-creators and ordinary user@ach@ve this, the DC consortium dealt with issues
such as (i) syntactic standards e.g. for data aethdata encoding (ii) semantics, e.g. ontologies,
semantic web etc. (iii) strategic goals, e.g. sidacof the lowest-common-denominator approach to
lower the costs and other barriers to coding.

Note that computing power here is a catalyst rathen a central factor; most of the activity is
done by humans. FederationT in the sense discimesedcontrasts with its use elsewhere to refer to
linking networks or grids of computers in ordemptovide a scaling up of computational power. Here,
we seek to scale up resource discovery, retriaval preservation, rather than processing.

More recently, parts of the linguistics communigvh been working in similar areas — OLAC,
which was similarly centred on strategic goals resource discovery, and GOLD ontology, which
focussed on mapping out the concept territory mjdistics, to enable linguists to cross-map their
varied terminologies (i.e. to bridge between auttreated metadata and unified metadata formalised
by a body of professionals). OLAC has been modratecessful, although more in terms of raising
awareness about issues in language data handéingrithunifying resource discovery across language
data repositories, possibly because of its broatd ambiguous ambit ranging from endangered
languages to multimedia to any language data. GBaPbeen motivated by the putative needs of the
"endangered languages community" (http://emeldwayddshop/2003/paper-terry.html), but has
mainly drawn interest from typologists and compotalists.
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Ultimately, resource discovery has not, at leastfasp been a foreground problem for most
linguists. In other areas, web search engines peadded alternative solutions, and various ardas o
industry and commerce have been unobtrusively impiging EDI systems.

A conclusion one might warily draw is that the limgfic community has not (at least yet) found a
clear need for such resource discovery and ultimdgeleralism among repositories. On the other
hand, however, linguists will benefit from previcarsd current work when the day comes that they do
find such needs. Progress is likely to be sudddémerathan evolutionary, when, at some point,
linguists find that not only their tools (email, wloprocessors, databases) but also their modes of
expression are electronic (most likely this wilcac among the forthcoming generation that will have
been fully imbued with electronic communicationsatif kinds). Once enough linguists' decide to
disseminate their own resources via electronicsiépaes, then federated electronic repositorids wi
become a major locus for searching for other ligticimaterials.

3. Opportunities

The current environment for language and technolgy the nature of the DAM-LR partners
suggest a number of opportunities that can guidategty for collaboration. Our archives have
relatively clear conception of our aims, holdinged audiences, enabling us to exploit the valuable
insights from specific linguistic (and related) domains, such as specialised corpuses, endangered
languages, sign languages, the collection and mmaiation of protocol, new genres of data and
presentation, new modes of access, and recogmititre new client groups for whom language data
is crucially important.

Federating offers us important opportunities, beeaour repositories hold data that is typically
fragmented, not published (or not conventionallpl@hable), and rare (in fact, it is the fragmented
data-oriented nature of our materials that uniffemm as much as the fact that they are linguistic
resources). Federation will provide increased dimgsation opportunities and therefore add value to
our individual collections.

In addition, we have a focal client group, depasitto whom we need to offer substantial services
in order to live up to our manifesto for "Live aiods" (DAM-LR). While we do see depositors as a
class of archive users, depositors have particudads, for example to prepare and maintain their
materials. The kind of interoperability typicallyqvided by federation is based on use of a single
SQL-like query to interrogate multiple repositoriegich is centred on the information seeker rather
than the information manager, which depositorsba®@ming. MPI's Lamus is a tool that is offering
support in this direction. Another concern of defaos, to attain recognition of archive deposits as
significant intellectual contribution on par witlbroventional publishing, can be greatly aided thioug
successful federated dissemination of materials.

Finally, federation allows us to pool and share airengths, for example, MPI's IMDI
infrastructure and programming strengths, INL andnd's corpuses, and SOAS' expertise in
endangered languages.

4. Federating the domain

The goal of federationT is interoperability, théeetiveness of which is traditionally evaluated by
the information retrieval measures precision arghltePrecision and recall are improved by using
constrained metalanguages. The more lowest-comraporndinator the approach to descriptive
metadata (and therefore federationT), the lesspleeialities of participating agencies are reflécte
For agencies that wish to serve users more tholpugietadata that drives resource discovery needs
to be richer and domain-oriented. However, the nstraing or overlapping of domains does not
guarantee a shared semantics or vocabulary. Co{@8%#7) shows that inter-database semantics or
metadata mapping is a significant problem, eversifmple domains. Agents within a federationT are
faced with problems of semantic heterogeneity &ctiosir databases. Semantic heterogeneity can be
a result of differences not solely between datagmaies, but between participant's understanding of
their meanings, interpretations or usages (Shath_arson 1990, quoted in Colomb). It can be about
differences in formal data models, system or ptojeals, or as a result of evolution of these over
time.

Language archives face quite different data semmftm business and industry. Business data is
anchored in well-defined concepts such as quaatifin, currency, and product codes; these are
clearly-understood abstractions, widely agreedefwrasent key attributes and whose relation to the
real world are not subject to interpretation. Liga also enjoy conventionality of most of their
descriptive attributes: well-understood conceptaughor, title etc; in addition, these data arécsily
provided by authoritative publishers, and, as nometl above, are available to individual libraries
from centralised bibliographic sources.

In this sense, the language data world is a qustendt one, with its descriptive categories, rathe
than being predetermined and centrally provideédimg to be derived bottom-up from our widely
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varied data and methodologies. A homenclature rajuiistics exists, but language data does not
consist of measurements or key attributes, butidatdee and contestable interpretatidh3hus, the
apparent paradox that linguistics seems to guazamb@-interoperability arises due to the nature of
language data (which is already metadata, i.e.aveod have agreed-upon data that will "ground out"
the metadata semantics), and due to other factmis &s that human languages are different from
each other in arbitrarily complex ways and thaiviatlial linguists seek to emphasise or differestiat
aspects of their data or analysis.

Repositories can federate with varying degree®teition of their "design autonomy" (Colomb),
i.e. different levels of change to their informatisystems to meet the needs of the federation.ighis
an important issue for DAM-LR. While all the pantragencies hold language data with common but
specialised characteristics (e.g. sensitivity; fiiging particular persons; emphasis on sound/viitleo
binary formats), they are nevertheless quite sfiseth Indeed for most it is a central mission takm
a distinct contribution, manifested by creating riefvastructures (e.g. IMDI in the case of DoBeS);
others (such as INL) have areal specialisationlila,ELAR at SOAS, policy specialisation such as
collection and implementation of protocol data.dddition, the nature of linguistic data itself is
changing and diverging rapidly as the new paradgmanguage documentation (a response to
language endangerment) grows. For DAM-LR, some egiscare likely to be especially difficult to
unify across partners, especially those relategtdaularity, such as the meanings and cross-magping
of bundle, collection, session etc., and categaiegcess rights.

5. FederationA: organisational and strategic aspects

The key to dealing with the issues in the precediegtion is that the standardisation that enables
federationT "is not primarily a computing proceg€olomb); it requires people-based structures,
communication channels, and significant resourcesnaintain these and to enable these to be
harnessed towards effective and ongoing developniteist the task of these federationsA to create
and host an ongoing, evolving universe of negatmtiknowledge models, and transactions, not
merely technical interoperability of terms.

Agencies aiming to form a federation need to bearckbout a humber of matters, from the
semantic ones discussed above, to their purposesaope, membership, and other strategic,
organisational and legal questions. Purpose arpkesoould range from very brodd- to very narrow
e.g. 17th century American visual culture (NinctO@D These in turn help to create informed and
realistic user expectations; i.e. the federationsamust provide both a forum for sharing and
negotiation and a vehicle for disseminating. A cditating body is needed to provide this forum, and
to make decisions and strategy, especially in epgeaf rapidly advancing technology, and where the
technology influences what services are expectdgeaovided to users, and have significant financial
implications for members.

Therefore, the core of federationA consists of animership, and its goals. This is totally unlike
perceptions of a federationT that consist onlyezhhical standards broadcast from a central agency
(the same lesson was learnt in the early developwfe£A39.50). One could go as far as requiring
some form of membership even for users, who muishately (for a specialised domain) become part
of the community of understanding of the federatedadata and its relationships.

We do have special concerns. For example, convaltiauthentication systems (such as Shibboleth)
exchange minimal data about users, and leave e@tagihtekeeping up to individual repositories hamgli
access. However, many linguistic resources havesaomonditions that associate resources with usghgr as
if particular books in a library are not only boned under different terms by staff and students,rbay be
only borrowable by particular named individuals.duar specialist and changing area, federation tsomdy
about searching multiple repositories but abountifigng a range of user groups and their needss rhturn
will be enhanced by experience and feedback tfederal forum can incorporate into ongoing strategy

6. Resourcing and legal aspects

Federation inevitably involves standards, which mseformulating rules about implementing
them, and, in turn, enforcement through eitheréinives or penalties" (Colomb). The mechanism of
membership needs to be clear, so that membersgadaies to relevant statements of practice, with
and formulations of what counts as compliance. Ddpg in the scope of its activities, a Federation

1% For example, a transcription might be changed as the linguist better understands a language's
structures. Chomsky's aim was to lay foundations of a linguistic theory that would ground out this
Plroblem but it has not been overwhelmingly influential in our areas.

Which can raise problems, such as OLAC's adoption of DC-type scope while appealing to language
endangerment for its motivation, thus diffusing its clarity of purpose.
12 Although we should try to avoid the abuse that the term ‘community’ currently suffers, such as the
"Windows user community" or the "open-source community".
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might also be responsible for compliance (and tpgr with various legal requirements (such as
data protection, privacy etc.) on behalf of memb&rsese various requirements — heightened by the
specific sensitivities and potencies of our holdirgmean that initial statements about trust, stéic
need to be roundly discussed and formulated as@ toowhich members assent.

Some of our specialisations create limits to theemixthat repositories can be federated. For
example, one way of making two data sources corbpmiia to lose some specificity of the more
constrained field — i.e. a "lossy" merge that nthaless allows users to retrieve the relevant data
under most queries. However, where a data attribagelegal or ethical implications (e.g. related to
intellectual property, access restrictions, or gci), then the option to manipulate the appearance,
content, or granularity of such data is not open.tHis example, one can see that ultimately
federationA is inseparable from federationT, beeatechnologies must reliably implement the
policies of members as legal entities with legal athical responsibilities and liabilities.

A federation will need a forum or body that canvegisthe questions that a legal mind will ask;
guestions such as: Who owns what? What are the &gl who is responsible for them? Where are
the boundaries between agencies? How are diffesemoeoss jurisdictions handled? Who is
accountable? Who can communicate on behalf of ¢éder&tion? For example, privacy legislation
require that someone meet an individual's requesexamine data held about them, which would
need to be handled initially at the same levelhas"seamless interface" that federationT implies to
the wider world. Ultimately, such legal and orgatisnal aspects probably need be formally
modelled and integrated into the implementatiorgaira we see the co-dependence of federationA
and federationT.

The activities described in sections 4 and 5 almarenot take place without resources. However,
in some cases, the resource base can be hiddenwmgticed; for example, where participants are
(a) performing tasks that are part of their comaite.e. for which local resources can legitimatbly
expended; (b) public institutions such as libraties are expected to develop public infrastrugtare
(c) in a homogenous, stable, and well-integratechado, so that benefits from investment could
reasonably be assumed to accrue to all participMasy of these conditions do not hold for the
DAM-LR partners and their domains. Therefore, depalents are dependent on obtaining sources of
funding together with negotiations about the deghcaof local members' resources to the federation'
benefit. Again, this will place constraints on firecesses for membership.

People resources are also needed: Ninch suggest thderation may need access to a number of
types of skills not only on the IT side (e.g. systeanalysis, user interface, programmers) but also
linguistic, archive, IP and legal experts, représgéves of user groups.

7. Conclusion

DAM-LR is providing a useful testbed for the deymizent of a federation of language resource
archives, which could be extended to other nasgemips, such as DELAMAN. It already meets
several of the considerations discussed aboveaiticplar, we (i) have clear and constrained tasks
and membership; (ii) there is a project and fundiognario within which our tasks are negotiated and
resourced. On the other hand, it would be misleatbrignore the diverse and distinct organisatipnal
strategic and implementation issues, and to cantlaém all under the one term ‘federation'. This
paper has shown that a federation will weave tagedbpects of federationA and federationT.

The function of a federation, then, is to:

» supply services to particular communities (cf. OAl "designated communities™)

» to supply those services from allocated resources, i.e. federations must choose the communities
they will serve (for which there needs to be a forum for negotiation and evolution)

» supply services that take advantage of its members' resources, priorities and values

» to manage its membership and resources in support of the above
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Abstract
Integrated services for the Language Resource domain will enable users to operate in a single unified domain of
language resources. This type of integration introduces Grid technology to the humanities disciplines and allows the
formation of a federation of archives. The DAM-LR project, will establish such a federation, integrating various European
language resource archives. The complete architecture is designed based on a few well-known components and some
integrated services are already tested and available.

1. Introduction

Creating integrated services and sharing resouretgeen like minded archives for language resouases
described by the “Live Archives” document [1] lodkee an attractive proposition.

The aim is to benefit the user by creating an emirent that allows access to all archives as amglesi
virtual archive. It will benefit the participatingrchives as well by allowing them to better setveirtusers,
allow pooling resources and development effortsiematoving the basis of long term preservation.

The integration and sharing technologies usedudoh sn effort are often referred to as “Grid” teclogies
[2], and in the world of hard science they are pybar subject for forming cooperative groups otitoges and
archives called “federations”. In the humanitiepessally so in the language resource domain suitiatines
are rare. The work described here is largely deeonithin the DAM-LR [3] project that is one ofetiew that
aims at establishing such a federation in the dorofilanguage resources. While Grid technologytemhs in
the hard sciences were mainly driven by the typamahpute bound tasks, leading to the development of
middleware such as the Globus Toolkit [4], the hnities interests are more in-line with Data Gridusons
mainly inspired and coming from the Digital Librasgmmunity.

In this paper we will not go into the organizatipiagal and other non-technical aspects of forngogh
federation but leave it with mentioning that tresabodied in some kind of organizational form isuieed to
make it all work.

2. Integrated Servicesfor Language Archives

In many cases when we use the words “integratingd &sharing” we actually are talking about
interoperability. Users see a single domain of dwatsle metadata but the metadata format itself wan
implemented differently for different archives. Tads, however, a gateway that connects and tri@ssta the
agreed format so a single integrated “shared” donsgpresented to the users.

Services that can be shared or integrated betveeegudge archives that present substantial advantage
the users are:

1) Sharing a single metadata domain for searchmigbeiowsing. This allows users to formulate onglsin
query for “interesting” resources and obtain resolt all cooperating archives. The required preaidor such
queries determined by the research questions atpares a domain specific metadata set. For monerge
gueries more general metadata sets, shared bypossier domains as well, can be used.

2) Sharing a scheme for persistent identifiersrésources. This is an issue when supporting refeseto
resources stored in archives. It is well known thRL_s are not the ideal means to do this. Diffesaftemes for
supporting persistent identifiers have been dewlap the librarians’ domain: Persistent URLs (PYIR] and
the Handle System (HS) [6]. Sharing the persisigentifier scheme allows archives to easily refeeerach
others resources and exchange resources with emtheeitrences.

3) Secure authentication of archive identity. Whkaring resources it is important to be able taldisth the
partners’ identities. Without this, agreed accediies for instance, can not be guaranteed.

4) Single sign-on domain. Language Resource arshigger for the same user community. It would bg ve
welcome if a single user identity can be estabtistegjuiring a user to identify him only once wheressing
resources from different archives.

5) Shared access policy or authorization. For measd efficiency it can be advantageous to copgusses
between archives. It is important that the accesigips of the originating archive for that rescarare
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maintained. If also a single user identity domasnshared (see the previous point), this authodmati
information can be specific at the level of acd®gssdividual users.

The above enumeration of shared services doesnmdy that all of these should be actually sharesvben
all the members of a federation. Indeed an opfangome difficult to maintain services can be d®de to also
allow the participation of partners not able to mtain such a service. This requires an architecframework
where these shared services are as much indepeasipassible.

This independence is not to be confused with ttssipte organizational requirements where for insan
may be required to actually support a specific vedyauthentication, one that is trusted by the martn
institutions. Or a service can be essential togis of a federation or project such as supporimgetadata
infrastructure so the resources will be visible aieentral portal.

The choice for a particular technology to implemtw shared services is usually a matter of pragmat
One of the partners can already have an instabese khat can relatively easily be extended and bgexther
federation partners. However, it is always sendiblagree on the definitions of the exchange paitocather
than defining the implementation technologies. Tdlisws individual archives the freedom in choosthg
actual implementation while concentrating on thierioperability issue.

3. DAM-LR integrated services

In accordance with principles mentioned above DAM-LR project emphasized agreeing about the use of
certain protocols for interoperability, leaving tpartners free to choose a different implementatigrere
possible. However the Max-Planck Institute for P®jmguistics (MPI) agreed to further develop itshave
management solution as a “reference implementatdmhonstrating the integrated DAM-LR functionality.
Some additional Grid components like the HS forsistent identifiers, were chosen especially becadisn
existing robust and dependable implementation enalieady existing user base.

Prerequisite for all accepted solutions is that amggration component can only be accepted whes it
distributed and redundant so that every archiveatsm function completely autonomous. In the foilagvwe
will introduce the key pillars of the DAM-LR arckitture that is also summarized in figurel.

3.1. Integrated Metadata Domain

With respect to metadata interoperability the feilog principles were agreed upon:

1) The IMDI metadata infrastructure [7],[8] will s&ipported for browsing and searching either bygithe
actual IMDI metadata format for storing metadatabgr creating them on the fly from a local format or
database. At least two portals will be made avilalith full functionality of metadata browsing aedarching.

2) The Open Archives Initiative’s (OAl) PMH [9] piacol is supported to allow harvesting metadata als
DC record format allowing interoperability to thatside world at the level of OAI service providers.

How the different partner archives make use of itliegrated domain of IMDI metadata is a matter of
choice, the “reference implementation” developedhat MPI and adopted by a number of the partners is
described in 4.1.

3.2. Persistent Resource | dentifiers

The DAM-LR archives will use persistent resourceniifiers or URIDs (Unique Resource ldentifiers) to
enable stable references for their resources. Thblgms pertaining to the use of URLs are well know
Previous discussions have shown the advantageraf tiee Handle System over its contender PURL other
widely used persistent identifier system. The Han8istem of the CNRI [10] provides a highly avdiab
service for resolving URIDs to actual URLs. The 4Svell known in the library community, adoptingwill
guarantee stable references from non-local ress\stend-off annotations) and also from publication

The archive at MPI currently has a HS available riesolving references to its resources. The HS is
integrated with other archive services in such g thiat it is not an essential service but a higldgirable one.

The DAM-LR partners have agreed to host replicatioheach others handle service revolvers so this w
be a distributed highly available service withire tBAM-LR federation. Currently, the simplest schewas
chosen where one partner, possibly the MPI, haesaf all other Handle Systems.

3.3. SecureArchiveldentification

All confidential communication between DAM-LR sergeand services has to be secure. The interaction
between peer components such as for instance tmogdged with user authenticaticare based on the existence
of a domain of trusted servers and services and eamponent has to make sure that it is provatdntified to be
the one that it claims to be. As a means of impleémgrsuch a trusted domain, the TACAR list [11] ofitorally
agreed certificates was created, based on the piescdf EUGridPMA [12]. In this implementation, nat@drbodies
declare that they will accept certificates form eather, with a Public Key Infrastructure [13] uséd sign
certificates. Every federation member has to applyheir national Certificate Authority to requebetstatus of a
Registration Authority, if the appropriate univeysis not already a Certification or Registration Aarity. Once
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recognized as a Certification or Registration Aditlyprsites can issue or request certificates thdit véi accepted
within the EUGridPMA domain.

3.4. Distributed User Authentication

Although all the cooperating archives aim at saffisiency, several share a group of (potentiaBrashat
would like to access resources housed at diffgrlxaies without maintaining different user accoumtserefore,
it would be advantageous if the archives shoul@piceach others identification and authenticatibusers. An
accepted solution for this is the Shibboleth systefi.

The Shibboleth concept is primarily aimed at situad where users can be described by attributds asic
“member of university class X”. The authenticatafrthe student is left to the student’s home inttth and the
others grant access to individual resources basethe attributes associated with his identity. Heeve for
individually operating researchers this scheme datsvork as every individual needs still to beniilgable at
each site when access rights are determined. ta epithis mismatch of required user specificithjdboleth
brings the advantage of user authentication bearéppmed at the users home institution and trarnismiin a
secure way only limited and agreed user informatiogr the internet.

Other possibilities have been considered such asARA toolkit [15] that emerged from the Grid
community discussions as were also solutions based shared LDAP [16] domain. Shibboleth, however,
looks to become the most widely accepted standadd@ght even become a requirement imposed by medtio
libraries, government institutions or funding agesc

Basically, the partners agree that user managestemild be done by the home site and that privacy
sensitive information such as passwords will noekehanged. Instead a user will be identified lbyigue key
that will be transmitted together with a limitednmoer of user attributes between the partners. Réyswill be
used in authorization records when associatingurescaccess policies with users.

3.5. Access Authorization

The access authorization is different from usentifieation and authentication; it links resourcecess
policies with user and/or group identifiers. If wensider the possibility that archives store copfesach others
resources we have to make sure that the accessepaiemain the same irrelevant of the place witterecopy
of the resource is stored. Therefore, it seemswraidit that the authorization records are codglegether with
the resource’s URID record in the HS. The HS alldwsadd such user defined record to every handie an
thanks to the HS high availability, the authoriaatrecord will be available even when the “ownearchave is
off-line in the same way as its URID will be.

An access manager component has to be developetegrated that will match the Shibboleth provided
identity with the policy stored in HS record, tlian perhaps be achieved by extending Shibbole#fautt
access manager.

As already stated, the authorization records cond@icess policies mapped to Shibboleth provided and
proven user identifiers and maybe some group aquelgses, however, Shibboleth does not providehiaee
managers with authorization records where noneeyists. If a user requests access to a resoursedhuest
has to be processed such that the unique fedematitnuser identifier is confirmed and suitableargls can be
produced if the archive manager approved the régBesh a resource request management system toekds
developed separately from Shibboleth.

4. Additional functionsand Specific mplementation I ssues

The following functions and applications are nottpaf any proscribed DAM-LR integrated service.
However, they are essential for running a usefdl@mnsistent archive.

4.1. Metadata Utilization.

Within DAM-LR different portals will be establishethat allow utilization of the integrated metadata
domain so users can find relevant resources seareli the partner archives simultaneously. The DARI
partners are free to develop their own solution this, but the majority has chosen to adopt the IMD
infrastructure that allows the following functioitgi

(1) Browsing. This is similar to clicking throughlacal file system where the directories are regiaby
linguistically relevant groupings (sub-corpora).eTapproach is aimed at users familiar withgoickly able to
grasp the underlying logical organization. A compuralowing geographic browsing is also available.

(2) Structured search over the whole domain as wgelithin selected parts of it. With this type of s#aevery
metadata element can be addressed individuallyrendearch for different elements can be combintddne query.
Queries can be formulated with high precision reguiby research interests. Yet, the user has to knaw th
terminology used by the metadata set in order bdese a high recall. Furthermore, structured seacbstricted to
elements with closed or open vocabularies and doesaver elements with free text.

(3) Unstructured search over the whole domain octedeparts of it. Users can enter words or regulpressions
into a free text field (Google-like). Any metadateraknt including the free text descriptions thattams matching
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strings will produce a hit. The recall with this mathcan be expected to be higher compared with stedttsearch
however, the precision will be poor.

4.2. Versioning of Resour ces.

The “stable identifier” issue addressed in 3.2 rsake sense if the resource itself is modified. €fae, the
original resource should never be deleted from rehize and always be accessible (although it nestdoa
immediately). Also when we have a reference tosaurce, we would like to be able to have accesddir and
newer versions if they exist. So when new resouacesut into the archive and the depositor specifiey are
to replace existing ones, the old resources abe &uitably marked and moved to the archive’scatti

Discussions on the visibility in views on the axehbf the old versions are complicated, but forrti@mment
we have decided on allowing only access to oldesiops on the basis of a direct reference to iviara
reference to another version of it. This divides thiewable” archive in two dimensions: (1) the eétll latest
versions of all objects in the archive and (2) fom Ibasis of a selected archive object we have sitoéts older
versions.

4.3. Access Management System

Needed is also an efficient way to generate theaaiziation records for resources of whole corpdrangze.
Such a system should also allow archive managetoeselegate this task of setting access permisdmtise
depositor of the resource or somebody else redplerfsir the corpus.

At the MPI such a system is currently availabldaligh not yet integrated with Shibboleth and HSsTh
access management system is not DAM-LR prescribddeaery partner archive can choose to implement it
own version.

Authorization
Records A

_Shibbolet

Authorization
Records B

Archive B

Figure 1 shows in a very schematic way how the different
integration components will interact. A user is navigating in the
joint metadata domain offered by a portal and finds two useful
resources from archives A and B. The metadata records are
pointing to the corresponding URID entries that resolve the
reference to a resource that will be protected. A user will identify
himself at home institute X. The Shibboleth components will
exchange the necessary information so that the resource
managers can decide based on the information in the
authorization records whether the user can access the resource.

Joined Metadata
Domain

5. Conclusions
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The DAM-LR project is an excellent test-bed foreigitation and sharing technologies for the Language
Resource domain and even beyond for the humaniiss. the project partners are convinced that aechi
federations are an essential step on the way tzeem eScience scenario for linguistics and thmdmnities as
is indicated in figure 2. Federations will be atetlyy important part of a research infrastructurat twill lend
services not only to linguists in the broad sebsk,
also to other disciplines in the humanities. They
will also link up to archives that house for exaepl

secure server layer . .
y typical Data Grid

ethnological, historical resources and many others. archive integration layer aspects, scope of

Due to the virtual integration aspect of archives i : : DAM-LR

obvious that federations will bring an added value basic services layer

to the researcher. o F ' typical Semantic
Since DAM-LR is — as far as we know — the semantic interop services Web aspects

first project in the humanities_that applie; Gyoe advanced services layer typical eScience
of technology on a supra-national scale, it wiNda : = aspects

a great impact on establishing stable research P
infrastructures in the humanities. Therefore, ved fe Figure 2 indicates the typical layer hierarchy where Grid
that it is important that all DAM-LR documents be solutions take care of typical integration aspects,

made openly available and a training program b&emantic Web solutions address the problems associated
created to actively inform other interested partieswith interoperability in particular at the semantic level and
Also DAM-LR was purposefully setup as a smalleScience solutions provide advanced applications such as
project with initially a few partners, but, givenet semantic weaving and web-based collaboration on top of
architectural simplicity of the solution found,ig  the other layers.

our intention to scale DAM-LR up to possibly up to

20 European partners if enough interested resoarckives can be found that can offer well organized
documented resources.
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